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PROFILE
Final-year Cybersecurity Science student and Cybersecurity Analyst with hands-on experience in penetration testing, vulnerability assessment, and network security monitoring. Skilled in identifying and remediating web application vulnerabilities, analyzing network traffic for threats, and conducting security research. Combines academic research (browser-extension threat detection) with practical, tool-driven security testing.
SKILLS
Cybersecurity & Vulnerability Assessment  •  Penetration Testing  •  Network Security  •  Web Application Security Testing  •  Threat Detection & Incident Response  •  Security Log Analysis  •  Cloud Security Fundamentals  •  Security Research & Documentation
PROFESSIONAL EXPERIENCE
Cybersecurity Analyst, Investment Firm	Present
1. Conducting authorized penetration testing on production web platforms, identifying misconfigurations such as wildcard CORS policies and missing security headers (CSP, X-Content-Type-Options, Permissions-Policy)
1. Producing detailed penetration test reports documenting findings, risk severity, and remediation recommendations for stakeholders
Cybersecurity Analyst, Projects & Practical Experience	Present
1. Conducted vulnerability assessments on web applications using tools such as Nmap and Nikto
1. Analyzed network traffic and identified potential threats using Wireshark and security monitoring techniques
1. Simulated penetration testing scenarios and improved system security posture in controlled lab environments
Security Operations & Threat Analysis, Hands-on Lab	Present
1. Performed log analysis and intrusion detection simulations within SOC environments
1. Identified and mitigated common vulnerabilities including misconfigurations and insecure services
1. Gained practical experience in incident response and threat detection workflows
Web Application Security Testing, Academic & Practical	Present
1. Conducted testing on vulnerable web applications to identify security flaws such as injection attacks
1. Applied ethical hacking methodologies to assess and improve application security
1. Documented findings and recommended remediation strategies
PROJECTS
BExtDetect — Final Year Research Project, Federal University of Technology, Minna	
1. Designed and developed a framework for detecting malicious browser extensions using static and dynamic analysis
1. Implemented static analysis (regex/entropy-based) and a dynamic analysis module using headless browser automation to profile extension behavior
1. Evaluated the framework against a benchmark dataset of malicious and benign Chrome extensions, achieving strong detection accuracy
EDUCATION
B.Tech, Cybersecurity Science — Federal University of Technology, Minna
TECHNICAL TOOLS
Security Tools: Nmap, Nikto, Wireshark, Snort, Zeek (BRO), Splunk, Wazuh, Nessus, Metasploit, Burp Suite
Cloud: AWS (Basics), Azure Fundamentals
Operating Systems: Linux (Ubuntu, Kali), Windows Server
